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Critics feel the DHS and TSA are going too far by imaging naked bodies of passengers and intruding on the privacy of travelers.  Critics refer to the new technology as a “virtual strip search” and generating “naked” images of passengers, and are organizing national campaigns to confront the issue.
"A choice between being groped and being stripped, I don't think we should pretend those are the only choices," 
said Chris Calabrese, a lawyer with the American Civil Liberties Union
. "People shouldn't be humiliated by their government" in the name of security.
)
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 (
General
)

Detecting concealed weapons and explosives at our Nation’s airports and mass transportation hubs is paramount to protecting the public and saving lives.  Several tiers of security solutions have historically been employed, ranging from behavioral observation, document checks, hand pat-down searches and metal detectors to the latest in cutting-edge thermal, millimeter wave, terahertz and x-ray technology.  The Department of Homeland Security (DHS) and the Transportation Security Administration (TSA) are currently conducting trials of these latest technologies in an effort to streamline and improve threat detection.

While the technology is being appraised for its detection abilities, critics feel the DHS and TSA are going too far by imaging naked bodies of passengers and intruding on the privacy of travelers.  Critics refer to the new technology as a “virtual strip search” and generating “naked” images of passengers, and are organizing national campaigns to confront the issue, according to Lillie Coney, associate director of the Electronic Privacy Information Center (EPIC) who is leading the charge.

Employing Subject Matter Experts in some of the most widely tested and most advanced concealed threat detection technologies, companies like Thermal Matrix are developing solutions well positioned to address both challenges; thermal imaging.


 (
Technology Overview
)

Like metal detectors, thermal, millimeter wave, terahertz and x-ray concealed object detection are non-contact methods designed to detect objects hidden under clothing.  Metal detectors excel at detecting ferrous metals, typically with an 85% or better effectiveness.  However, most metal detectors cannot detect non-ferrous metals such as stainless steel and all metal detectors are powerless to detect plastics, glass, liquids, gels, composites, powders or most explosives, posing a serious security gap.

                                    Objects not detected by a Metal Detector

						   
	Stainless Steel	Powders	Liquids/Gels	Plastics	Composites	Plastic Explosives


To fill this void, the DHS and TSA are evaluating other technologies at some of the nation’s airports.  One of the largest studies centers on active millimeter wave (MMW) imaging such as the L-3 ProVision scanning booth.  Active MMW systems produce high resolution images by radiating the subject with low doses of MMW energy.  The millimeter waves have a long wavelength (in comparison to visible light) that can penetrate most clothing, generating the explicit images objected to personal privacy advocates.  Scanner manufacturers attempt to limit the “exposure” to concerns by using face filtering algorithms to blur the face and employing a second operator to view the most explicit (highest resolution) images in a separate room.  Critics are generally not appeased by assurances that it is an unseen stranger that is viewing the explicit imagery.

The technology is also under fire over concerns of potential upgrades that may allow for saving images, printing images and yielding even higher-resolution results.

    [image: ]
Active MMW Booth and filtered operator image


A competing technology is passive millimeter wave imaging such as that used by Brijot’s GEN-2 camera.  Passive systems image the naturally occurring energy from the human body; no energy is generated or transmitted.  These systems typically produce much lower resolution images, thus reducing privacy concerns of active systems and simultaneously the resolution of the threat detection.  By example, some passive MMW systems use as few as 16x32 pixels to image the entire body, producing the low resolution pixilated image seen below.  Critics are concerned over future resolution improvements that may encompass this technology as well.
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Passive MMW camera and operator image

A technology that addresses both requirements, high performance concealed threat detection and elimination of privacy concerns, is thermal imaging.  With thermal imaging, the body’s natural heat signature is imaged in short wave, mid wave or long wavelengths, or some combination.  Concealed objects hidden underneath clothing block the body’s natural heat signature and are readily discerned.  Anatomical details are not, as evidenced in the images below.  Thermal imaging has additional advantages; no booth required, images multiple passengers at once, images in real-time, long distance imaging (100+ meters) and the requirement for fewer operators since a secluded operator viewing explicit images is eliminated.
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Thermal threat detection and operator image

Thermal imaging systems are a proven technology, highlighted by their use in night-time police helicopter chase footage and by the US military.  Thermal Matrix’s ACT system leverages experience gained in developing concealed object detection systems for the US Army and the Department of Defense (DOD) to save guard the lives of our troops in the Middle East.  Commercialization has brought this thermal imaging technology to the general public where airport security’s need is so great.

[image: TM-1 GUI display]
US Soldiers operating Thermal Matrix’s TM-1 system



 (
Passenger Privacy
)

As reported by CNN in Atlanta, GA, privacy advocates plan to call on the U.S. Department of Homeland Security to suspend use of "whole-body imaging," the airport security technology that critics say performs "a virtual strip search" and produces "naked" pictures of passengers.  These whole-body imagers utilize active millimeter wave technology and produce a very clear image of a subject’s anatomical features.  The system uses a pair of security officers. The officer working the machine never sees the higher-resolution image, which appears on a computer screen behind closed doors elsewhere; and the remotely located officer who sees the explicit image.
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	Active MMW (low resolution Operator display)	Thermal Imager Display
	(Privacy concerns over high res Remote display)	(No privacy concerns)


The national campaign, which will gather signatures from organizations and relevant professionals, is set to launch this week with the hope that it will go "viral," said Lillie Coney, associate director of the Electronic Privacy Information Center, which plans to lead the charge.  "People need to know what's happening, with no sugar-coating and no spinning," said Coney, who is also coordinator of the Privacy Coalition, a conglomerate of 42 member organizations. She expects other groups to sign on in the push for the technology's suspension until privacy safeguards are in place.

Right now, without regulations on what the Transportation Security Administration does with this technology, she said, "We don't have the policy to hold them to what they say. They're writing their own rule book at this point."

As further protection, a passenger's face is blurred and the image as a whole "resembles a fuzzy negative," said TSA's Lee. The officers monitoring images aren't allowed to bring cameras, cell phones or any recording device into the room, and the computers have been programmed so they have "zero storage capability" and images are "automatically deleted," she added.

But this is of little comfort to Coney, the privacy advocate with EPIC, a public interest research group in Washington. She said she's seen whole-body images captured by similar technology dating back to 2004 that were much clearer than what's represented by the airport machines.  "What they're showing you now is a dumbed-down version of what this technology is capable of doing," she said. "Having blurry images shouldn't blur the issue."


 (
"A choice between being groped and being stripped, I don't think we should pretend those are the only choices," he said. 
 
"People shouldn't be humiliated by their government"
)Coney said she and other privacy advocates want more oversight, full disclosure for air travelers, and legal language to protect passengers and keep TSA from changing policy down the road.  For example, she wants to know what's to stop TSA from using clearer images or different technology later. The computers can't store images now, but what if that changes?

She added that the long-term goal is not to see more of people, but rather to advance the technology so that the human image is like a stick-figure and any anomalies are auto-detected and highlighted.

The option of walking through a whole-body scanner or taking a pat-down shouldn't be the final answer, said Chris Calabrese, a lawyer with the American Civil Liberties Union.
"A choice between being groped and being stripped, I don't think we should pretend those are the only choices," he said. "People shouldn't be humiliated by their government" in the name of security, nor should they trust that the images will always be kept private.  "Screeners at LAX [Los Angeles International Airport]," he speculated, "could make a fortune off naked virtual images of celebrities."
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Technology Comparison
)

Below is a comparison matrix of the concealed detection technologies discussed.

	Technology
	Thermal 
	Active MMW
	Passive MMW

	Resolution
	High
	High 
	Low

	Privacy
	No privacy concerns
	Explicit images 
	Pixelated images 

	Speed
	Real-time 
	30 sec. + analysis time
	½ second

	Typ. Manufacturer
	Thermal Matrix USA
	L3
	Brijot

	Representative Image
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About Thermal Matrix
)

Thermal Matrix USA is a not-for-profit organization dedicated to providing the best solutions for concealed object detection to the US Military, DOD and US citizens.  Thermal Matrix was founded in 2005 by Richard Salem and has helped pioneer the recent counter-terrorism revolution. Thermal Matrix has worked tirelessly with the Department of Defense, the Department of Homeland Security, and the Joint Improvised Explosive Device Defeat Organization on a number of projects dealing with concealed weapons detection. Thermal Matrix is funded by grants provided by these agencies.
 
Thermal Matrix International was founded in 2007 to help bring counter-terrorism technology to law enforcement and the private sector. Thermal Matrix International is responsible for the development, sales and marketing of the ACT system. Thermal Matrix International is privately held and operated and its finances are not available to the general public.

Thermal Matrix’s executive staff including TM’s Executive Director, Engineering Manager and in-house Subject Matter Expert, have experience in upper management (Presidents and Directors) of successful image processing and machine vision firms before joining Thermal Matrix.  

Relevant management experience includes President and Founder of Advanced Technologies (a 17-year machine vision firm), Director of Varityper (lasers and optics), Manager of Video Tek (automated inspection firm), and Senior Director of Brijot Imaging (concealed object detection firm).  Management’s expansive and diverse experience and proven successful history is a clear indicator of Thermal Matrix’s ability to successfully manage these styles of projects.

57% of TM’s employees have distinguished military backgrounds with the US Army, Marines, Coast Guard, Air Force, and Navy.

57% of TM’s employees have eminent backgrounds in the field of optics, sensors and imaging.

43% of TM’s staff have distinguished backgrounds in machine vision.
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